Falgun Rathod

Cyber Security Expert

Times Man of The Year

LinkedIn Profile:www.linkedin.com/in/falgunrathod/
info@cyberoctet.com | +91 7405321234 | @falgunrathod

Managing Director
Cyber Octet Private Limited 2009 - Present

Managing Director at Cyber Octet Pvt. Ltd (Company is Listed in Top 25 Promising
Cyber Security Companies of India by Silicon India Magazine )

15+ Years of Experience in Information Security & Cyber Crime Investigation
Consultant for State & National Security - Government Sector

Certified 1SO22301 Business Continuity Management Systems Internal Auditor,
Learn Six Sigma Green Belt Certified, Project Management Essesntial Certified &
Certified ITSM Associate.

Listed in Top Ten Certified Ethical Hackers of India (Silicon India)

Listed in Top Ten Cyber Cops of India (India Today Magazine)

Certified Achievements on Basic and Advance Security in Field by United Nations
(Department of Safety and Security)

Certified 100W-OperationalSecurity(OPSEC) for Control Systems by Homeland
Security, US Department of Defence and ICS-CERT

Certified 210W-Cybersecurity for Industrial Control Systems by Homeland
Security, US Department of Defence and ICS-CERT

Mentor at BugsXploration - India's First Platform for Bug Bounty and Training
Chief Guest and Keynote Speaker to HATCON 2012

Invited as Guest in Various Colleges for FDP’s & Events Chapter Leader at Open
Web Application Security Project

Invited Member of International Cyber Threat Task Force Member of Cyber

Security Forum Initiative
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« Speaker at Club Hack 2012

« Member of Data Security Council of India - Ahmedabad Chapter

o First Indian to be Featured on Cover Page of Pen Test Magazine

« Article & Paper reviewer at David Publisher Journal Covered in almost 6 State
News Channels and 30+ Newspapers and Magazines

« Researcher on Social Engineering & SmartGrid Security

« External Guide to PhD candidates

« Invited as Delegate to Securing Gujarat International Conference

o Invited Speaker in 15 Universities & 150+ Colleges for Talk on Ethical Hacking &
Cyber Security.

o Solved 250+ Cases of Internet Threats, Cyber Frauds Social Networking and
Cybercrimes.

« 400+ Project Completed covers Web Application VA, Network PT, ISO 27001, BCP
& DRP, Malware Analysis, Data Theft Protection, Privacy & Securing Critical Assets,
Configuration Management of Devices & Tools, Project Management of

Application Development, ITIL

Capabilities

e Vulnerability Management for e Cloud Security,
Network/Web/Mobile/API/1I0T/OT « Digital Forensics & Incident Response

o Code Review « Data Protection & Privacy

» Secure Software Development o GDPR/PCI-DSS/HIPPA/CCPA
Lifecycle Compliance Audits & Implementation

« Threat Management, Security o OSINT
Operation Center Management e Cyber Threat Intelligence
(EDR/XDR/MDR/SIEM) » Project Management

» Risk Management, Infrastructure o BCP & DRP, Cloud Security Assessment
Security Audits (Azure and AWS)

e 1SO 20000 Implementation & Audits « Training Experience on above

e 1SO 27001 Implementation & Audits, mentioned Subjects.



